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This book is dedicated to anyone and everyone who understands that
hacking and learning is a way to live your life, not a day job or 

semi-ordered list of instructions found in a thick book.
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Wherever terms have a shifting meaning, independent sets of considerations
are liable to become complicated together, and reasonings and results are fre-
quently falsified.

— Ada Augusta, Countess of Lovelace, 
from her notes on “Sketch of The Analytical Engine,” 1842

You have in your hands The Shellcoder’s Handbook Second Edition: Discovering and
Exploiting Security Holes. The first edition of this volume attempted to show the
reader how security vulnerabilities are discovered and exploited, and this
 edition holds fast to that same objective. If you’re a skilled network auditor,
software developer, or sysadmin and you want to understand how bugs are
found and how exploits work at the lowest level, you’ve come to the right place.

So what’s this book about? Well, the preceding quotation more or less sums
it up. This book is mostly concerned with arbitrary code execution vulnerabil-
ities, by which we mean bugs, that allow attackers to run code of their choice
on the target machine. This generally happens when a program interprets a
piece of data as a part of the program — part of an http “Host” header
becomes a return address, part of an email address becomes a function pointer,
and so on. The program ends up executing the data the attacker supplied with
disastrous effects. The architecture of modern processors, operating systems,
and compilers lends itself toward this kind of problem — as the good Count-
ess wrote, “the symbols of operation are frequently also the symbols of the
results of operations.” Of course, she was writing about the difficulty of dis-
cussing mathematics when the number “5” might also mean “raised to the
power of 5” or “the fifth element of a series,” but the basic idea is the same. If
you confuse code and data, you’re in a world of trouble. So, this book is about
code and data, and what happens when the two become confused.

Introduction 
to the Second Edition

xxiii



This subject area has become much more complicated since the first edition
of this volume was published; the world has moved on since 2004. It’s now
commonplace for compilers and operating systems to have built-in measures
that protect against the types of vulnerabilities this book is mostly concerned
with, though it’s also true to say that these measures are far from perfect. Nor
does the supply of arbitrary-code execution bugs look to be drying up any
time soon, despite advances in methods for finding them — if you check out
the U.S. National Vulnerability Database Web site (nvd.nist.gov), click “sta-
tistics” and select “buffer overflow,” you’ll see that buffer overflows continue
to increase in number, running at around 600 per year in 2005 and 2006, with
2007 on course to match or exceed that. 

So it’s clear that we still need to know about these bugs and how they’re
exploited — in fact, there’s a strong argument that it’s more important to
know about the precise mechanisms now that we have so many partial
defenses to choose from when considering how to protect ourselves. If you’re
auditing a network, a working exploit will give you 100 percent confidence in
your assessment, and if you’re a software developer, creating proof-of-concept
exploits can help understand which bugs need to be fixed first. If you’re pur-
chasing a security product, knowing how to get around a non-executable
stack, exploit a tricky heap overflow, or write your own exploit encoder will
help you to make a better judgment of the quality of the various vendors. In
general, knowledge is preferable to ignorance. The bad guys already know
this stuff; the network-auditing, software-writing, network-managing public
should know it, too.

So why is this book different? Well, first, the authors find and exploit bugs
as part of their day jobs. We’re not just writing about this stuff; we’re doing it
on a daily basis. Second, you’ll not see us writing too much about tools. Most
of the content of this book is concerned with the raw meat of security bugs —
assembler, source code, the stack, the heap, and so on. These ideas allow you
to write tools rather than just use tools written by others. Finally, there’s a
question of focus and attitude. It isn’t written down in any particular para-
graph, but the message that shines out through the whole of this book is that
you should experiment, explore, and try to understand the systems you’re
running. You’ll find a lot of interesting stuff that way.

So, without further ado, here’s the second edition of The Shellcoder’s Hand-
book. I hope you enjoy it, I hope it’s useful, and I hope you use it to do some
good. If you have any comments, criticisms, or suggestions, please let me
know.

Cheers, 
Chris Anley
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Welcome to the Part I of the Shellcoder’s Handbook Second Edition: Discovering
and Exploiting Security Holes. This part is an introduction to vulnerability dis-
covery and exploitation. It is organized in a manner that will allow you to
learn exploitation on various fictitious sample code structures created specifi-
cally for this book to aid in the learning process, as well as real-life, in-the-wild,
vulnerabilities. 

You will learn the details of exploitation under Linux running on an Intel 32-bit
(IA32 or x86) processor. The discovery and exploitation of vulnerabilities on
Linux/IA32 is the easiest and most straightforward to comprehend. This is why
we have chosen to start with Linux/IA32. Linux is easiest to understand from
a hacker’s point of view because you have solid, reliable, internal operating
system structures to work with when exploiting. 

After you have a solid understanding of these concepts and have worked
through the example code, you are graduated to increasingly difficult vulner-
ability discovery and exploitation scenarios in subsequent Parts. We work
through stack buffer overflows in Chapter 2, introductory shellcoding in
Chapter 3, format string overflows in Chapter 4, and finally finish up the part
with heap-based buffer overflow hacking techniques for the Linux platform in
Chapter 5. Upon completion of this part, you will be well on your way to
understanding vulnerability development and exploitation.

Introduction to Exploitation:
Linux on x86

P a r t

I





3

This chapter goes over the concepts you need to understand in order to make
sense of the rest of this book. Much like some of the reading required for a col-
lege course, the material covered here is introductory and hopefully already
known to you. This chapter is by no means an attempt to cover everything you
need to know; rather, it should serve as jumping off point to the other chapters.

You should read through this chapter as a refresher. If you find concepts that
are foreign to you, we suggest that you mark these down as areas on which
you need to do more research. Take the time to learn about these concepts
before venturing to later chapters. 

You will find many of the sample code and code fragments in this
book on The Shellcoder’s Handbook Web site (http://www.wiley.com/go
/shellcodershandbook); you can copy and paste these samples into your
favorite text editor to save time when working on examples. 

Basic Concepts 

To understand the content of this book, you need a well-developed under-
standing of computer languages, operating systems, and architectures. If you
do not understand how something works, it is difficult to detect that it is mal-
functioning. This holds true for computers as well as for discovering and
exploiting security holes.

Before You Begin 

C H A P T E R

1



Before you begin to understand the concepts, you must be able to speak the
language. You will need to know a few definitions, or terms, that are part of
the vernacular of security researchers so that you can better apply the concepts
in this book:

Vulnerability (n.): A flaw in a system’s security that can lead to an
attacker utilizing the system in a manner other than the designer
intended. This can include impacting the availability of the system,
 elevating access privileges to an unintended level, complete control
of the system by an unauthorized party, and many other possibilities.
Also known as a security hole or security bug. 

Exploit (v.): To take advantage of a vulnerability so that the target
 system reacts in a manner other than which the designer intended.

Exploit (n.): The tool, set of instructions, or code that is used to take
advantage of a vulnerability. Also known as a Proof of Concept (POC). 

0day (n.): An exploit for a vulnerability that has not been publicly dis-
closed. Sometimes used to refer to the vulnerability itself. 

Fuzzer (n.): A tool or application that attempts all, or a wide range of,
unexpected input values to a system. The purpose of a fuzzer is to
determine whether a bug exists in the system, which could later be
exploited without having to fully know the target system’s internal
functioning. 

Memory Management

To use this book, you will need to understand modern memory management,
specifically for the Intel Architecture, 32 Bit (IA32). Linux on IA32 is covered
exclusively in the first section of this book and used in the introductory chap-
ters. You will need to understand how memory is managed, because most
security holes described in this book come from overwriting or overflowing one
portion of memory into another. 

INSTRUCTIONS AND DATA

A modern computer makes no real distinction between instructions and data. If

a processor can be fed instructions when it should be seeing data, it will happily

go about executing the passed instructions. This characteristic makes system

exploitation possible. This book teaches you how to insert instructions when

the system designer expected data. You will also use the concept of overflowing

to overwrite the designer’s instructions with your own. The goal is to gain

control of execution. 
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When a program is executed, it is laid out in an organized manner—various
elements of the program are mapped into memory. First, the operating system
creates an address space in which the program will run. This address space
includes the actual program instructions as well as any required data. 

Next, information is loaded from the program’s executable file to the newly
created address space. There are three types of segments: .text, .bss, and
.data. The .text segment is mapped as read-only, whereas .data and .bss are
writable. The .bss and .data segments are reserved for global variables. The
.data segment contains static initialized data, and the .bss segment contains
uninitialized data. The final segment, .text, holds the program instructions. 

Finally, the stack and the heap are initialized. The stack is a data structure,
more specifically a Last In First Out (LIFO) data structure, which means that
the most recent data placed, or pushed, onto the stack is the next item to be
removed, or popped, from the stack. A LIFO data structure is ideal for storing
transitory information, or information that does not need to be stored for a
lengthy period of time. The stack stores local variables, information relating to
function calls, and other information used to clean up the stack after a function
or procedure is called.

Another important feature of the stack is that it grows down the address
space: as more data is added to the stack, it is added at increasingly lower
address values.

The heap is another data structure used to hold program information, more
specifically, dynamic variables. The heap is (roughly) a First In First Out (FIFO)
data structure. Data is placed and removed from the heap as it builds. The heap
grows up the address space: As data is added to the heap, it is added at an increas-
ingly higher address value, as shown in the following memory space diagram. 

↑ Lower addresses (0x08000000)
Shared libraries

.text

.bss

Heap (grows ↓)
Stack (grows ↑)
env pointer

Argc

↓ Higher addresses (0xbfffffff)

Memory management presented in this section must be understood on a
much deeper, more detailed level to fully comprehend, and more importantly,
apply what is contained in this book. Check the first half of Chapter 15 for
places to learn more about memory management. You can also pay a visit to
http://linux-mm.org/ for more detailed information on memory manage-
ment on Linux. Understanding memory management concepts will help you
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better comprehend the programming language you will use to manipulate
them—assembly.

Assembly

Knowledge of assembly language specific to IA32 is required in order to
understand much of this book. Much of the bug discovery process involves
interpreting and understanding assembly, and much of this book focuses on
assembly with the 32-bit Intel processor. Exploiting security holes requires a
firm grasp of assembly language, because most exploits will require you to
write (or modify existing) code in assembly. 

Because systems other than IA32 are important, but can be somewhat
more difficult to exploit, this book also covers bug discovery and exploitation
on other processor families. If you are planning to pursue security research on
other platforms, it is important for you to have a strong understanding of
assembly specific to your chosen architecture.

If you are not well versed in or have no experience with assembly, you will
first need to learn number systems (specifically hexadecimal), data sizes, and
number sign representations. These computer-engineering concepts can be
found in most college-level computer architecture books.

Registers

Understanding how the registers work on an IA32 processor and how they are
manipulated via assembly is essential for vulnerability development and
exploitation. Registers can be accessed, read, and changed with assembly.

Registers are memory, usually connected directly to circuitry for perfor-
mance reasons. They are responsible for manipulations that allow modern
computers to function, and can be manipulated with assembly instructions.
From a high level, registers can be grouped into four categories:

�� General purpose

�� Segment

�� Control

�� Other

General-purpose registers are used to perform a range of common mathemat-
ical operations. They include registers such as EAX, EBX, and ECX for the IA32,
and can be used to store data and addresses, offset addresses, perform counting
functions, and many other things. 

A general-purpose register to take note of is the extended stack pointer register
(ESP) or simply the stack pointer. ESP points to the memory address where the
next stack operation will take place. In order to understand stack overflows in
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the next chapter, you should thoroughly understand how ESP is used with
common assembly instructions and the effect it has on data stored on the stack.

The next class of register of interest is the segment register. Unlike the other
registers on an IA32 processor, the segment registers are 16 bit (other regis-
ters are 32 bits in size). Segment registers, such as CS, DS, and SS, are used to
keep track of segments and to allow backward compatibility with 16-bit
applications.

Control registers are used to control the function of the processor. The most
important of these registers for the IA32 is the Extended Instruction Pointer (EIP)
or simply the Instruction Pointer. EIP contains the address of the next machine
instruction to be executed. Naturally, if you want to control the execution path
of a program, which is incidentally what this book is all about, it is important
to have the ability to access and change the value stored in the EIP register.

The registers in the other category are simply extraneous registers that do
not fit neatly into the first three categories. One of these registers is the
Extended Flags (EFLAGS) register, which comprises many single-bit registers
that are used to store the results of various tests performed by the processor. 

Once you have a solid understanding of the registers, you can move onto
assembly programming itself.

Recognizing C and C++
Code Constructs in Assembly

The C family of programming languages (C, C++, C#) is one of the most
widely used, if not the most widely used, genre of programming languages. C
is definitely the most popular language for Windows and Unix server applica-
tions, which are good targets for vulnerability development. For these reasons,
a solid understanding of C is critical. 

Along with a broad comprehension of C, you should be able to understand
how compiled C code translates into assembly. Understanding how C vari-
ables, pointers, functions, and memory allocation are represented by assembly
will make the contents of this book much easier to understand. 

Let’s take some common C and C++ code constructs and see what they look
like in assembly. If you have a firm grasp of these examples, you should be
ready to move forward with the rest of the book.

Let’s look at declaring an integer in C++, then using that same integer for
counting:

int number; 

. . . more code . . .

number++; 
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This could be translated to, in assembly:

number dw 0

. . .more code . . .

mov eax,number

inc eax

mov number,eax

We use the Define Word (DW) instruction to define a value for our integer,
number. Next we put the value into the EAX register, increment the value in the
EAX register by one, and then move this value back into the number integer. 

Look at a simple if statement in C++:

int number;

if (number<0) 

{ 

. . .more code . . .

} 

Now, look at the same if statement in assembly:

number dw 0

mov eax,number

or eax,eax

jge label

<no>

label :<yes>

What we are doing here is defining a value for number again with the DW
instruction. Then we move the value stored in number into EAX, then we jump
to label if number is greater than or equal to zero with Jump if Greater than or
Equal to (JGE). 

Here’s another example, using an array:

int array[4];

. . .more code . . .

array[2]=9;

Here we have declared an array, array, and set an array element equal to 9.
In assembly we have:

array dw 0,0,0,0

. . .more code . . .

mov ebx,2

mov array[ebx],9

In this example, we declare an array, then use the EBX register to move val-
ues into the array. 
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Last, let’s take a look at a more complicated example. The code shows how
a simple C function looks in assembly. If you can easily understand this exam-
ple, you are probably ready to move forward to the next chapter.
\

int triangle (int width, in height){

int array[5] = {0,1,2,3,4};

int area;

area = width * height/2;

return (area);

}

Here is the same function, but in disassembled form. The following is out-
put from the gdb debugger. gdb is the GNU project debugger; you can read
more about it at http://www.gnu.org/software/gdb/documentation/. See if
you can match the assembler to the C code:

0x8048430 <triangle>:      push    %ebp

0x8048431 <triangle+1>:    mov     %esp, %ebp

0x8048433 <triangle+3>:    push    %edi

0x8048434 <triangle+4>:    push    %esi

0x8048435 <triangle+5>:    sub     $0x30,%esp

0x8048438 <triangle+8>:    lea     0xffffffd8(%ebp), %edi

0x804843b <triangle+11>:    mov    $0x8049508,%esi

0x8048440 <triangle+16>:    cld

0x8048441 <triangle+17>:    mov    $0x30,%esp

0x8048446 <triangle+22>:    repz movsl    %ds:( %esi), %es:( %edi)

0x8048448 <triangle+24>:    mov    0x8(%ebp),%eax

0x804844b <triangle+27>:    mov    %eax,%edx

0x804844d <triangle+29>:    imul   0xc(%ebp),%edx

0x8048451 <triangle+33>:    mov    %edx,%eax

0x8048453 <triangle+35>:    sar    $0x1f,%eax

0x8048456 <triangle+38>:    shr    $0x1f,%eax

0x8048459 <triangle+41>:    lea    (%eax, %edx, 1), %eax

0x804845c <triangle+44>:    sar    %eax

0x804845e <triangle+46>:    mov    %eax,0xffffffd4(%ebp)

0x8048461 <triangle+49>:    mov    0xffffffd4(%ebp),%eax

0x8048464 <triangle+52>:    mov    %eax,%eax

0x8048466 <triangle+54>:    add    $0x30,%esp

0x8048469 <triangle+57>:    pop    %esi

0x804846a <triangle+58>:    pop    %edi

0x804846b <triangle+59>     pop    %ebp

0x804846c <triangle+60>:    ret

The main thing the function does is multiply two numbers, so note the imul
instruction in the middle. Also note the first few instructions—saving EBP, and
subtracting from ESP. The subtraction makes room on the stack for the func-
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tion’s local variables. It’s also worth noting that the function returns its result
in the EAX register.

Conclusion

This chapter introduced some basic concepts you need to know in order to
understand the rest of this book. You should spend some time reviewing the
concepts outlined in this chapter. If you find that you do not have sufficient
exposure to assembly language and C or C++, you may need to do some back-
ground preparation in order to get full value from the following chapters.
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Stack-based buffer overflows have historically been one of the most popular
and best understood methods of exploiting software. Tens, if not hundreds, of
papers have been written on stack overflow techniques on all manner of pop-
ular architectures. One of the most frequently referred to, and likely the first
public discourse on stack overflows, is Aleph One’s “Smashing the Stack for
Fun and Profit.” Written in 1996 and published in Phrack magazine, the
paper explained for the first time in a clear and concise manner how buffer
overflow vulnerabilities are possible and how they can be exploited. We rec-
ommend that you read the paper available at http://insecure.org/stf/
smashstack.html.

Aleph One did not invent the stack overflow; knowledge and exploitation of
stack overflows had been passed around for a decade or longer before
“Smashing the Stack” was released. Stack overflows have theoretically been
around for at least as long as the C language and exploitation of these vulner-
abilities has occurred regularly for well over 25 years. Even though they are
likely the best understood and most publicly documented class of vulnerabil-
ity, stack overflow vulnerabilities remain generally prevalent in software pro-
duced today. Check your favorite security news list; it’s likely that a stack
overflow vulnerability is being reported even as you read this chapter. 

Stack Overflows

C H A P T E R

2



Buffers

A buffer is defined as a limited, contiguously allocated set of memory. The most
common buffer in C is an array. The introductory material in this chapter
focuses on arrays. 

Stack overflows are possible because no inherent bounds-checking exists on
buffers in the C or C++ languages. In other words, the C language and its
derivatives do not have a built-in function to ensure that data being copied
into a buffer will not be larger than the buffer can hold. 

Consequently, if the person designing the program has not explicitly coded
the program to check for oversized input, it is possible for data to fill a buffer,
and if that data is large enough, to continue to write past the end of the buffer.
As you will see in this chapter, all sorts of crazy things start happening once
you write past the end of a buffer. Take a look at this extremely simple exam-
ple that illustrates how C has no bounds-checking on buffers. (Remember, you
can find this and many other code fragments and programs on The Shellcoder’s
Handbook Web site, http://www.wiley.com/go/shellcodershandbook.)

#include <stdio.h>

#include <string.h>

int main () 

{

int array[5] = {1, 2, 3, 4, 5};

printf(“%d\n”, array[5] );

}

In this example, we have created an array in C. The array, named array, is
five elements long. We have made a novice C programmer mistake here, in
that we forgot that an array of size five begins with element zero, array[0],
and ends with element four, array[4]. We tried to read what we thought was the
fifth element of the array, but we were really reading beyond the array, into
the “sixth” element. The gcc compiler elicits no errors, but when we run this
code, we get unexpected results:

shellcoders@debian:~/chapter_2$ cc buffer.c

shellcoders@debian:~/chapter_2$ ./a.out

134513712

This example shows how easy it is to read past the end of a buffer; C pro-
vides no built-in protection. What about writing past the end of a buffer? This
must be possible as well. Let’s intentionally try to write way past the buffer
and see what happens:

int main () 

{
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int array[5];

int i;

for (i = 0; i <= 255; i++ )

{

array[i] = 10;

}

}

Again, our compiler gives us no warnings or errors. But, when we execute
this program, it crashes:

shellcoders@debian:~/chapter_2$ cc buffer2.c

shellcoders@debian:~/chapter_2$ ./a.out

Segmentation fault (core dumped)

As you might already know from experience, when a programmer creates a
buffer that has the potential to be overflowed and then compiles and runs the
code, the program often crashes or does not function as expected. The pro-
grammer then goes back through the code, discovers where he or she made a
mistake, and fixes the bug. Let’s have a peek at the core dump in gdb:

shellcoders@debian:~/chapter_2$ gdb -q -c core

Program terminated with signal 11, Segmentation fault.

#0  0x0000000a in ?? ()

(gdb)

Interestingly, we see that the program was executing address 0x0000000a—
or 10 in decimal—when it crashed. More on this later in this chapter.

So, what if user input is copied into a buffer? Or, what if a program expects
input from another program that can be emulated by a person, such as a
TCP/IP network-aware client? 

If the programmer designs code that copies user input into a buffer, it may
be possible for a user to intentionally place more input into a buffer than it can
hold. This can have a number of different consequences, everything from
crashing the program to forcing the program to execute user-supplied instruc-
tions. These are the situations we are chiefly concerned with, but before we get
to control of execution, we first need to look at how overflowing a buffer
stored on the stack works from a memory management perspective. 

The Stack

As discussed in Chapter 1, the stack is a LIFO data structure. Much like a stack
of plates in a cafeteria, the last element placed on the stack is the first element
that must be removed. The boundary of the stack is defined by the extended
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stack pointer (ESP) register, which points to the top of the stack. Stack-specific
instructions, PUSH and POP, use ESP to know where the stack is in memory. In
most architectures, especially IA32, on which this chapter is focused, ESP
points to the last address used by the stack. In other implementations, it points
to the first free address.

Data is placed onto the stack using the PUSH instruction; it is removed from
the stack using the POP instruction. These instructions are highly optimized
and efficient at moving data onto and off of the stack. Let’s execute two PUSH
instructions and see how the stack changes:

push 1

push addr var

These two instructions will first place the value 1 on the stack, then place the
address of variable VAR on top of it. The stack will look like that shown in Fig-
ure 2-1.

Figure 2-1: PUSHing values onto the stack

The ESP register will point to the top of the stack, address 643410h. Values
are pushed onto the stack in the order of execution, so we have the value 1
pushed on first, and then the address of variable VAR. When a PUSH instruction
is executed, ESP is decremented by four, and the dword is written to the new
address stored in the ESP register. 

Once we have put something on the stack, inevitably, we will want to
retrieve it—this is done with the POP instruction. Using the same example, let’s
retrieve our data and address from the stack: 

pop eax

pop ebx

First, we load the value at the top of the stack (where ESP is pointing) into
EAX. Next, we repeat the POP instruction, but copy the data into EBX. The stack
now looks like that shown in Figure 2-2. 

As you may have already guessed, the POP instruction only changes the
value of ESP—it does not write or erase data from the stack. Rather, POP writes

Address | Value

643410h | Address of variable VAR ESP points to this address

643414h | 1

643418h | 
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data to the operand, in this case first writing the address of variable VAR to EAX
and then writing the value 1 to EBX.

Figure 2-2: POPing values from the stack

Another relevant register to the stack is EBP. The EBP register is usually used
to calculate an address relative to another address, sometimes called a frame
pointer. Although it can be used as a general-purpose register, EBP has historically
been used for working with the stack. For example, the following instruction
makes use of EBP as an index:

mov eax,[ebp+10h] 

This instruction will move a dword from 16 bytes (10 in hex) down the stack
(remember, the stack grows toward lower-numbered addresses) into EAX. 

Functions and the Stack

The stack’s primary purpose is to make the use of functions more efficient.
From a low-level perspective, a function alters the flow of control of a program,
so that an instruction or group of instructions can be executed independently
from the rest of the program. More important, when a function has completed
executing its instructions, it returns control to the original function caller. This
concept of functions is most efficiently implemented with the use of the stack.

Take a look at a simple C function and how the stack is used by the function:

void function(int a, int b)

{

int array[5];

}

main()

{

function(1,2);

printf(“This is where the return address points”);

}

Address | Value

643410h | Address of variable VAR

ESP points to this address

643414h | 1

643418h | 
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In this example, instructions in main are executed until a function call is
encountered. The consecutive execution of the program now needs to be inter-
rupted, and the instructions in function need to be executed. The first step is
to push the arguments for function, a and b, backward onto the stack. When
the arguments are placed onto the stack, the function is called, placing the
return address, or RET, onto the stack. RET is the address stored in the instruc-
tion pointer (EIP) at the time function is called. RET is the location at which to
continue execution when the function has completed, so the rest of the pro-
gram can execute. In this example, the address of the printf(“This is where
the return address points”); instruction will be pushed onto the stack. 

Before any function instructions can be executed, the prolog is executed. In
essence, the prolog stores some values onto the stack so that the function can
execute cleanly. The current value of EBP is pushed onto the stack, because the
value of EBP must be changed in order to reference values on the stack. When
the function has completed, we will need this stored value of EBP in order to
calculate address locations in main. Once EBP is stored on the stack, we are free
to copy the current stack pointer (ESP) into EBP. Now we can easily reference
addresses local to the stack. 

The last thing the prolog does is to calculate the address space required for
the variables local to function and reserve this space on the stack. Subtracting
the size of the variables from ESP reserves the required space. Finally, the vari-
ables local to function, in this case simply array, are pushed onto the stack.
Figure 2-3 represents how the stack looks at this point. 

Figure 2-3: Visual representation of the stack after a function has been called

Now you should have a good understanding of how a function works with
the stack. Let’s get a little more in-depth and look at what is going on from an
assembly perspective. Compile our simple C function with the following
command:

shellcoders@debian:~/chapter_2$ cc -mpreferred-stack-boundary=2 -ggdb

function.c -o function 
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